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Abstract—Secure data transmission is a critical issue for wireless sensor networks (WSNs). Clustering 
is an effective and practical way to enhance the system performance of WSNs. In this paper, we study a 
secure data transmission for cluster-based WSNs (CWSNs), where the clusters are formed dynamically 
and periodically. We propose two Secure and Efficient data Transmission (SET) protocols for CWSNs, 
called SET-IBS and SET-IBOOS, by using the Identity-Based digital Signature (IBS) scheme and the 
Identity-Based Online/Offline digital Signature (IBOOS) scheme, respectively. In SET-IBS, security 
relies on the hardness of the Diffie-Hellman problem in the pairing domain. SET-IBOOS further 
reduces the computational overhead for protocol security, which is crucial for WSNs, while its security 
relies on the hardness of the discrete logarithm problem. In this Existing System of wireless sensor 
network comprised of spatially distributed devices using wireless sensor nodes to monitor physical or 
environmental conditions, such as sound, temperature, and motion. The individual nodes are capable of 
sensing their environments, processing the information data locally, and sending data to one or more 
collection points in a WSN. An efficient data transmission is one of the most important issues for WSNs. 
Meanwhile, many WSNs are deployed in harsh, neglected and often adversarial physical environments 
for certain applications, such as military domains and sensing tasks with trustless surroundings.  
 
Index Terms—Keywords. 

I. INTRODUCTION 

A wireless sensor network (WSN) is a network system comprised of spatially distributed devices using 
wireless sensor nodes to monitor physical or environmental conditions, such as sound, temperature, and 
motion. The individual nodes are capable of sensing their environments, processing the information data 
locally, and sending data to one or more collection points in a WSN. Efficient data transmission is one of the 
most important issues for WSNs. Meanwhile, many WSNs are deployed in harsh, neglected and often 
adversarial physical environments for certain applications, such as military domains and sensing tasks with 
trustless surroundings. Secure and efficient data transmission is thus especially necessary and is demanded in 
many such practical WSNs. 

II. BACKGROUND AND MOTIVATIONS 

Cluster-based data transmission in WSNs, has been investigated by researchers in order to achieve the 
network scalability and management, which maximizes node lifetime and reduce bandwidth consumption by 
using local collaboration among sensor nodes. In a cluster-based WSN (CWSN), every cluster has a leader  
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sensor node, regarded as cluster-head (CH). A CH aggregates the data collected by the leaf nodes (non- CH 
sensor nodes) in its cluster, and sends the aggregation to the base station (BS). The LEACH (Low-Energy 
Adaptive Clustering Hierarchy) protocol presented by Heinzelman et al. is a widely known and effective one 
to reduce and balance the total energy consumption for CWSNs. In order to prevent quick energy 
consumption of the set of CHs, LEACH randomly rotates CHs among all sensor nodes in the network, in 
rounds. LEACH achieves improvements in terms of network lifetime. Following the idea of LEACH, a 
number of protocols have been presented such as APTEEN and PEACH, which use similar concepts of 
LEACH. In this paper, for convenience, we call this sort of cluster-based protocols as LEACH-like protocols. 
Researchers have been widely studying CWSNs in the last decade in the literature; however, the 
implementation of the cluster-based architecture in the real world is rather complicated. 
Adding security to LEACH-like protocols is challenging, because they dynamically, randomly and 
periodically rearrange the network’s clusters and data links. Therefore, providing steady long-lasting node-to-
node trust relationships and common key distributions are inadequate for LEACH-like protocols (most 
existing solutions are provided for distributed WSNs, but not for CWSNs). There are some secure data 
transmission protocols based on LEACH-like protocols, such as SecLEACH, GS-LEACH and RLEACH. 
Most of them, however, apply the symmetric key management for security, which suffers from a so-called 
orphan node problem. This problem occurs when a node does not share a pairwise key with others in its 
preloaded key ring, in order to mitigate the storage cost of symmetric keys, and the key ring is not sufficient 
for the node to share pairwise symmetric keys with all of the nodes in a network. In such a case, it cannot 
participate in any cluster, and therefore, has to elect itself as a CH. Furthermore, the orphan node problem 
reduces the possibility of a node joining a CH, when the number of alive nodes owning pairwise keys 
decreases after a longterm operation of the network. Since the more CHs elected by themselves, the more 
overall energy consumed of the network, the orphan node problem increases the overhead of transmission 
and system energy consumption by raising the number of CHs. Even in the case that a sensor node does share 
a pairwise key with a distant CH but not a nearby CH, it requires comparatively high energy to transmit data 
to the distant CH.  

III. PRELIMINARY INVESTIGATION 

The first and foremost strategy for development of a project starts from the thought of designing a mail 
enabled platform for a small firm in which it is easy and convenient of sending and receiving messages, there 
is a search engine ,address book and also including some entertaining games. When it is approved by the 
organization and our project guide the first activity, i.e. preliminary investigation begins. The activity has 
three parts:      
A  Request Clarification: After the approval of the request to the organization and project guide, with an 
investigation being considered, the project request must be examined to determine precisely what the system  
requires. Here our project is basically meant for users within the company whose systems can be 
interconnected by the Local Area Network (LAN). In today’s busy schedule man need everything should be 
provided in a readymade manner. So taking into consideration of the vastly use of the net in day to day life, 
the corresponding development of the portal came into existence.   
B  Feasibility Analysis: An important outcome of preliminary investigation is the determination that the 
system request is feasible. This is possible only if it is feasible within limited resource and time. The different 
feasibilities that have to be analyzed are: 
Operational Feasibility:Operational Feasibility deals with the study of prospects of the system to be 
developed. This system operationally eliminates all the tensions of the Admin and helps him in effectively 
tracking the project progress. This kind of automation will surely reduce the time and energy, which 
previously consumed in manual work. Based on the study, the system is proved to be operationally feasible. 
Economic Feasibility: Economic Feasibility or Cost-benefit is an assessment of the economic justification for 
a computer based project. As hardware was installed from the beginning & for lots of purposes thus the cost 
on project of hardware is low. Since the system is a network based, any number of employees connected to 
the LAN within that organization can use this tool from at anytime. The Virtual Private Network is to be 
developed using the existing resources of the organization. So the project is economically feasible. 
Technical Feasibility: According to Roger S. Pressman, Technical Feasibility is the assessment of the 
technical resources of the organization. The organization needs IBM compatible machines with a graphical 
web browser connected to the Internet and Intranet. The system is developed for platform Independent 
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environment. Java Server Pages, JavaScript, HTML, SQL server and WebLogic Server are used to develop 
the system. The technical feasibility has been carried out. The system is technically feasible for development 
and can be developed with the existing facility. 
C  Request Analysis : Not all request projects are desirable or feasible. Some organization receives so many 
project requests from client users that only few of them are pursued. However, those projects that are both 
feasible and desirable should be put into schedule. After a project request is approved, it cost, priority, 
completion time and personnel requirement is estimated and used to determine where to add it to any project 
list. Truly speaking, the approval of those above factors, development works can be launched. 

IV. SYSTEM DESIGN AND DEVELOPMENT 

A  Input Design   
Input Design plays a vital role in the life cycle of software development, it requires very careful attention of 
developers. The input design is to feed data to the application as accurate as possible. So inputs are supposed 
to be designed effectively so that the errors occurring while feeding are minimized. According to Software 
Engineering Concepts, the input forms or screens are designed to provide to have a validation control over 
the input limit, range and other related validations. 
This system has input screens in almost all the modules. Error messages are developed to alert the user 
whenever he commits some mistakes and guides him in the right way so that invalid entries are not made. Let 
us see deeply about this under module design. 
Input design is the process of converting the user created input into a computer-based format. The goal of the 
input design is to make the data entry logical and free from errors. The error is in the input are controlled by 
the input design. The application has been developed in user-friendly manner. The forms have been designed 
in such a way during the processing the cursor is placed in the position where must be entered. The user is 
also provided within an option to select an appropriate input from various alternatives related to the field in 
certain cases. Validations are required for each data entered. Whenever a user enters an erroneous data, error 
message is displayed and the user can move on to the subsequent pages after completing all the entries in the 
current page. 

B  Output Design 
The Output from the computer is required to mainly create an efficient method of communication within the 
company primarily among the project leader and his team members, in other words, the administrator and the 
clients. The output of VPN is the system which allows the project leader to manage his clients in terms of 
creating new clients and assigning new projects to them, maintaining a record of the project validity and 
providing folder level access to each client on the user side depending on the projects allotted to him. After 
completion of a project, a new project may be assigned to the client. User authentication procedures are 
maintained at the initial stages itself. A new user may be created by the administrator himself or a user can 
himself register as a new user but the task of assigning projects and validating a new user rests with the 
administrator only. 
The application starts running when it is executed for the first time. The server has to be started and then the 
internet explorer in used as the browser. The project will run on the local area network so the server machine 
will serve as the administrator while the other connected systems can act as the clients. The developed system 
is highly user friendly and can be easily understood by anyone using it even for the first time. 

V. IMPLEMENTATION 

A  SET Protocol 
In this module, Secure and Efficient data Transmission (SET) protocol for CWSNs. The SET-IBOOS 
protocol is designed with the same purpose and scenarios for CWSNs with higher efficiency. The proposed 
SET-IBOOS operates similarly to the previous SETIBS, which has a protocol initialization prior to the 
network deployment and operates in rounds during communication. We first introduce the protocol 
initialization, then describe the key management of the protocol by using the IBOOS scheme, and the 
protocol operations afterwards. 
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Figure 1.Data flow diagram 

B  Key management for security (SHA1 – Secure Hash Algorithm1) 
In this module, security is based on the DLP in the multiplicative group. The corresponding private pairing 
parameters are preloaded in the sensor nodes during the protocol initialization. The IBOOS scheme in the 
proposed SET-IBOOS consists of following four operations, extraction, offline signing, online signing and 
verifications. 

C  Architecture Diagram 

 
Figure 2.  Architecture Diagram 

D  Contributions and Organization 
Recently, we have applied and evaluated the key management of IBS to routing in CWSNs. In this paper, we 
extend our previous work and focus on providing efficient secure data communication for CWSNs. The 
contributions of this work are as follows. 
• We propose two Secure and Efficient data Transmission (SET) protocols for CWSNs, called SET-IBS and 
SETIBOOS, by using the IBS scheme and the IBOOS scheme, respectively. The key idea of both SET-IBS 
and SET-IBOOS is to authenticate the encrypted sensed data, by applying digital signatures to message 
packets, which are efficient in communication and applying the key management for security. In the 
proposed protocols, secret keys and pairing parameters are distributed and preloaded in all sensor nodes by 
the BS initially, which overcomes the key escrow problem described in ID-based crypto-systems. 
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• Secure communication in SET-IBS relies on the ID-based cryptography, in which, user public keys are their 
ID information. Thus, users can obtain the corresponding private keys without auxiliary data transmission, 
which is efficient in communication and saves energy. 
• SET-IBOOS is proposed in order to further reduce the computational overhead for security using the 
IBOOS scheme, in which security relies on the hardness of the discrete logarithmic problem. Both SET-IBS 
and SETIBOOS solve the orphan node problem in the secure data transmission with a symmetric key 
management. 
• We show the feasibility of the proposed protocols with respect to the security requirements and analysis 
against three attack models. 

VI. RESULT ANALYSIS 

In this module, Secure and Efficient data Transmission (SET) protocol for CWSNs. The SET-IBOOS 
protocol is designed with the same purpose and scenarios for CWSNs with higher efficiency. The proposed 
SET-IBOOS operates similarly to the previous SETIBS, which has a protocol initialization prior to the 
network deployment and operates in rounds during communication. We first introduce the protocol 
initialization, then describe the key management of the protocol by using the IBOOS scheme, and the 
protocol operations afterwards. 
In this module, the receiver can receive the data file from the service provider via wireless router. The 
receivers receive the file by without changing the File Contents. Users may receive particular data files 
within the network only. 

A  Snap Shots 

 
Figure 3.  Snapshot of service provider 

 

Figure 4.  Snap shot of router 
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VII. CONCLUSION AND FUTURE ENHANCEMENT 

In this paper, we first reviewed the data transmission issues and the security issues in CWSNs. The 
deficiency of the symmetric key management for secure data transmission has been discussed. We then 
presented two secure and efficient data transmission protocols respectively for CWSNs, SET-IBS and SET-
IBOOS. In the evaluation section, we provided feasibility of the proposed SET-IBS and SET-IBOOS with 
respect to the security requirements and analysis against routing attacks. SET-IBS and SET-IBOOS are 
efficient in communication and applying the ID-based crypto-system, which achieves security requirements 
in CWSNs, as well as solved the orphan node problem in the secure transmission protocols with the 
symmetric key management. Lastly, the comparison in the calculation and simulation results show that, the 
proposed SET-IBS and SET-IBOOS protocols have better performance than existing secure protocols for 
CWSNs. With respect to both computation and communication costs, we pointed out the merits that, using 
SET-IBOOS with less auxiliary security overhead is preferred for secure data transmission in CWSNs. 
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